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MWHUCTEPCTBO OBEPA30BAHWUA W HAYKU POCCUUCKOWN ®EOEPALIMUK
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oT 14 man 2018 r. N 08-1184

O HANPABNEHWM MH®OPMALIUN

JenapTaMeHT rocynapCTBEHHOW nNONMUTUMKM B cdepe obwero obpaszoeanHua MwuHobpHayku Poccuu
HanpaenaeT AnA ceBedeHus paspaboTtaHHbie BpemenHoit komuccuell Coeeta depepauuu no  pasBUTURO
WHOpMauMoHHoro obllecTsa METOAWYECKUE PEKOMEHAAUMM O PasMeLlleHUM Ha WHGOPMaLMOHHBIX CTeHAaX,
othuLManbHbIX UHTEPHET-calTax M Apyrux WHpopmaumoHHbIX pecypcax obleobpasopaTenbHbiX OpraHusauuin u
OpraHoB, OCYLECTBNAKLWUX yrnpaeneHve B cdepe obpasoBaHus, WHpopmauum o Ge3onacHoOM MNOBEAEHUWU U
ncnonbsosaHun cetn "UHTepHeT",

[OupekTop OenaprameHTa
A.ENMETPOB

MpunoxeHue

METOAWYECKWE PEKOMEHAALWN
O PASMELLEHWW HA UH®OPMALIMOHHBLIX CTEHOAX, OPULMANBHBIX
WHTEPHET-CANTAX U APYTUX WH®OPMALIMOHHbIX PECYPCAX
OBLEOEPA30BATENBHbLIX OPFAHM3ALIMA U OPFAHOB, OCYLLECTBNAOLLMX
YMNPABIEHWE B C®EPE OBPA30BAHWA, MH®OPMALIMKM O BE30OMACHOM
NOBEOEHWA W UCNONB30OBAHUWA CETU "MHTEPHET"

JKcnepramu M uneHamu BpemeHnHon komuccuu Coseta Pegepauvv no paseuTUO UHDOPMELIMOHHOMO
ofiLiecTBa B pamKax BbINONHEHUS PEKOMEHJaLnA napnamMeHTCKUX cnywaHui "AkTyansHble Bonpockl o6ecneveHus
Be3onacHoCTW v pas3suTus AeTel B MHOOPMaLMOHHOM NpocTpaHeTee”, koTopele npownu B Coeete ®epepauun 17
arpens 2017 r., 6binn paspaboTaHbl METOAUYECKME PEeKOMEeHAaUuuMW O PpasMeLleHWn Ha WH(OPMaUMOHHbIX
CTeHAax, oduvunanbHbiX WHTEPHEeT-calitax W Apyrux WHMOpPMauuoHHbIX pecypcax o0bLljeobpasoBaTenbHbIX
opraHusauuii v opraHoB, OCYLUECTBNSAIOWMX yrnpasneHne B cdepe obpasoBaHus, uHgopmauun o GescnacHom
noBedeHUU U UCNONB30BaHUKM ceTH "UHTEpHET" (Qanee - MeToAUYeCKUe pekoMmeHaauum).

MeToguyeckue peKOMEHAAUWW HanpaBneHbl Ha Ka4YeCTBEHHOE MNOBbIWEHUE YPOBHA WHMOPMAaLMOHHONA
festenbHocT obBlweobpasoBaTenbHbiX OpraHusauuii M OpraHoe, OCYLIECTBNAKWWX ynpasneHue B cdepe
ofipa3zoBaHus, B 4acTW WHMOPMUPOBAHWA Yy4alMXCH, WX poauTeneil (3aKoHHbIX npeactasuTenei) u
negarornyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHMOoPMaUUOHHON Ge30nacHoCTH.

MeToauyeckue pekomeHaauuum nossonat  obuweobpazoBarenbHbiM - OpraHusauuMaM U opraHam,
OCYLLECTBNAOLWMUM ynpasneHue B cipepe obpasoBaHWs, akTyanusupoBaTb YXKe UCronb3yemble U pasMmelleHHble
nHDOPMaUWOHHbIE MaTepuansl, Tak U NOAroTOBUTbL UX B CMy4ae MX OTCYTCTBMA C YYETOM NyYLUUX MPaKkTUK u
pekoMeHOauui.

B pamKax MeToaUYECKUX pekoMeHdauui paccMaTpusaloTcs cnegyowmue UHCTPYMEHTDI:

1. MHOPMALMOHHbIE CTEHA;

2. obuumManbHbIe UHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBOW MHPOPMAaLUK (LLKONbHbIE ra3eThl, NeAaroru4eckMe U3gaHua u gpyrue).

WHopMauMOHHLIe CTeHAaR!
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Ha wuHpopmauuoHHeIX cTerHAax B obweobpasoBaTenbHblX OpraHusauusx, PacnonoXeHHblx B doie
yypexaeHuid v B KabuHeTax, OCHALLEHHbIX MepcoHanbHbIMKW YCTPOWCTBaMW ANA Bbixoga B ceTb "WHTepHeT",
pPEKOMEHAYETCA PpasMeCcTUTb WHMOPMaLUOHHbIE NaMATKW, COAepXKallue OCHOBHblE cCOBETbl no obecneveHvo
WHDOpMaLUOHHOW Be30macHOCTH yYaLuXcs.

B npunoxerun N 1 Kk METOAUYECKUM pekoMeHAauuam npeactasneH obpasel namaTku 4N pasMeLleHus Ha
MHHOPMELIMOHHBIX CTEHAAX.

CpeancTtea MaccoBOW MHOpMaUUKu

B cpeacTBax MaccoBOM MHOPMaLUW, OPUEHTUPOBAHHBIX Ha 0BYYalLUXCA, PEKOMEHAYeTCs B TeYeHue
y4ebHOro roga perynspHo nybnukosaTb WHGOPMAUMOHHLIE MaTepuansl, NOCBSALEHHble OTAENbHbIM acnekram
UHOPMAaLMOHHOK 6e30NacHOCTY, a Takke pasnuyHbie NamaTKi 0OLIero xapakrepa.

B cpeacteBax MaccoBoW WMHMOPMaUWK, OPUEHTUPOBAHHBLIX Ha Neaaror4eckyrd  oBLecTBEHHOCTD,
pekoMeHAYeTCA B Te4YeHWe KaneHAapHoro roga perynspHo nybnukoBaTb WHMOPMALUWOHHbIE MaTtepuansl,
MOCBALLUEHHbIE OTAENbHBIM acnekTam WHROPMAaUMOHHOKW ©e30nacHOCTU Kak HECOBEPLUEHHONETHWX, Tak W
ofilleoBbpasoBaTenbHbIX  OpraHuW3auuii, a Takke pasnuuHble naMmaTku, o0630pbl HOPMAaTUBHO-NPaBOBOrO
perynvpoBaHus AaHHol cdepkl M MHPOPMaLWIO O aKTyanbHbIX MEPONPUATUAX U COBLITUAX B AaHHOW cdpepe.

B xope nposegeHva EpuHoro ypoka no GesonacHocTv B ceTu "MHTepHeT" pekomeHayeTca obecnedvuts
BbINYCK TEMAaTUMYECKOro BhINYCKa CPefcTea MaccoBOW MHpopmauwu nubo cepun nybnukauwin, cpeau KOTOpbIX
PaCCMOTPETb OpraHM3oBaHHble MEPONPUATUR ANS8 0DYyYarLWMXCH, UX POAUTENEN (3aKOHHbLIX NPeACTaBUTENEN) 1
neAarornyeckoi obLeCTBEHHOCTU.

OduumnansHeie MHTepHeT-pecypchl

ObweobpazoeaTensHbiM OpraHUM3auuaM pekoMeHAYeTCA Ha CBOMX oduumanbHbix WHTEpHeT-pecypcax
ofecnednTt (YHKUMOHMPOBAHME CaMOCTOATENbHOrO WM CchneuvanusvMpoBaHHOro pasgena "MHdopmauuoHHas
6e3onacHOCTL", B paMKkax KOTOpOro NpegycMoTpeTk Pa3MeLLeHUe cnegyoLei nHgopmaymy:

N Pazgen/nogpazgen | ®opmat npeacTaBneHus CopepxaHue matepuanos
marepuanos
1. [JlokanbHble Konwu aokymeHToB B Pa3meLyaoTcst KONWK LOKYMEHTOB, T.e.

HopMaTWBHble akTel B | (hopmate *PDF CKaHWPOBaHHbIA BapWUaHT AOKYMEHTa,
cthepe obecneyeHns COOTBETCTBYHLWMNA TpeboraHuAM K
MHPOPMaLMOHHO napameTpam CKaHUpOBaHUA.
BesonacHocTK PasmelwlarTca 4OKYMEHTHI,
obyvaroLmxcs pernaMeHTUpyoLLMe opraHu3anuio u

paboTy ¢ NepcoHanbHbIMW AaHHbIMK,
nnaHbl MeponpuATuii No obecneyeHuro
UHpopmMaymoHHon BesonacHoCTH
oBydaroLuxcs n gpyrue.

2. |HopmartusHoe Konuu 4OKYMEHTOB B My6nukyroTCA akTyanbHble CBEAEHWS O
perynuposaHuve dopmare *PDF heaepantHbIX U PeErvoHanbHbIX 3aKoHax,
NMUCbMax OpraHoB BNacTu v gpyrue
HOPMaTWBHO-NPABOBLIE SOKYMEHTHI,
pernameHTupyrwue obecneyeHve
uHpopMauncHHoR BesonacHocTH
HecoBepLUeHHoNeTHUX. [lonyckaeTcs
BMECTO KONWiA pasmeLlaTh runepcchbInki Ha
COOTBETCTBYIOLUME AOKYMEHTbI Ha caiTax
OpraHoB rocyaapcTBeHHOW BNACTW.

KoHcynbTaHTnOC

www.consultant.ru Ctpanuua 3 us 15
HaOexKHanA npaeoBan nopgepxka



<[Mucemo> MurnoBpHayku Poccum ot 14.05.2018 N 08-1184
"Ct HanpaeneHuu uHdopmauyun”
(eMecTe ¢ "MeToAU4ECKUMU PEKOMEHASUNAMY O...

HokymeHT npepocTtaened KoHcynetaHTlintoc
Hata coxpaHeHus: 26.06.2018

3. |lMeparorvyeckum TekcT Ha cTpaHuue PasmeluaroTca meToanyeckue
paboTHUKam caita pekoMeHAauun 1 ykasbiBaeTcs
Konuu oOKYMEHTOB B NHOPMALWS 0 MEPONPUSTUAX, NMPOEKTaX
topmate *PDF W NporpaMmmax, HanpasneHHbIX Ha

NoBbIWEHWe UHOPMaLMOHHOM
rPamoTHOCTK Nnefjaroru4ecKknx paE)OTHHKOB.

4. | OByyaowmmes TekcT Ha cTpaHuue PasmellaeTca nHbopMaLMOHHan NaMaTKa
canTa (npunoxeHue N 2) U ykasbiBaeTcs
WHOpMaUWs 0 MEPOMPUATHSX, NPOEKTaX
W Nporpammax, HanpasfeHHbIX Ha
NOBbILLEHWE WHPOPMALIMOHHON
rPamoTHOCTM 0BY4aroLLMXCA.

5. |PoauTtenam (3akoHHBIM | TEKCT Ha cTpaHuue PasmellaeTcs UHOPMALMOHHaA NaMaTka
npeacTaBuTENAM) caita (npunoxeHne N 3).
obyyaroLmxcs

6. |[Hdetckue BesonacHele | TekCT Ha cTpaHuue PasmelyaeTcsa MHdopmMaums o
canTbl caiita PEKOMEHYEMbIX K UCMONL30BaHUIO B

y4eBHoM npouecce 6e30nacHbIX caTax,
BaHHepbl Be3onacHbIX AETCKUX CaiiToB.

OpraHam, ocyLeCTBNAIOLNM ynpasneHue B ccepe obpa3oBaHus, pEKOMEHAYETCA Ha CBOMX ouLManbHbIX
WHTepHeT-pecypcax ofecneunts (yHKUMOHUPOBAHWE CaMOCTOSITENLHOrO WM CheuuanusupoBaHHOro pasgena
"MHdopmaLmoHHas GesonacHocTs", B pamMKkax KOTOPOro NPeayCMOTPETL pasMeLLeHne cneayoLei uHdopmauuu:

MNpunoxeHue N 1

MAMATKA .
ANA OBYYAIOLMXCH OB MH®OPMALIMOHHOW BE3OMACHOCTU AETEM

HENbB3A

1. Bcem noapsaa cooblyate CBOK YacTHY WHGMOPMaUMK (HacToswuve umMsa, damunuio, TenedoH, agpec,
HOMep LUKOnbI, @ Takke oTorpadun Ceoun, CBOeH cembi U Apy3en);

2. OTkpbIBaTL BMOXEHHBIE (OaiiNbl 3NEKTPOHHO NOYTLI, KOrAa He 3Haellb OTNPaBUTens:;
3. MpyBuTb, NPUANPATLCS, OKa3bIBaTh AABNEHWUE - BECTU ceba HEBEXNUBO U arPeCCUBHO;
4. He pacnopsikaiicst AeHbramu TBoei cemby 6e3 paspelleHns CTaplumx - Bceraa cnpaluusai poaureneit;

5. He BcTpevaiics ¢ WHTEpHET-3HAKOMBIMU B peanbHOi XU3HU - MOCOBETYIACH CO B3POCHbLIM, KOTOPOMY
ACBEpseLb,

OCTOPQOXHO

1. He Bce nuwyT npaeay. Yutaews o cebe Henpasay B WHTepHeTe - coobuu 06 3TOM CBOWM POAUTENAM
UNu onekyHam;

2. MNpurnaluaoT nepenuceiBaTbCs, Urpath, 0BMEeHUBATLCA - NPOBEPb, HET N NOABOXA;

3. HesakoHHOe konupoeaHue aitnos B MHTepHeTe - BOPOBCTBO;

KoHcynbTaHnTMnoc
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4. Bcerpa pacckasblBait B3poCnbiM 0 Npobnemax B CETW - OHU BCEraa noMoryT;

5. Wcnonbayit HacTpolikv 6e3onacHocTv U NpUBATHOCTH, YTOGLI HE MOTEPSATb CBOW aKKayHTbl B COLICETAX W
ApYyrux nopranax.

MOXHO
1. YBaxait gpyrux nonb3oBarenei;
2. Monb3yelubcs MHTEPHET-UCTOYHMKOM - AENai CChINKY Ha Hero;
3. OTKpbIBait TONbKO T€ CCbINKU, B KOTOPbIX YBEPEH:;
4. OBWaTbCs 3a NOMOLLbLI B3POCNbIM - POAWTENMW, ONeKyHbl U aAMUHUCTpaLUA CailToB BCErga noMoryT,;

5. MNpoian oByyeHue Ha caiTe "CeTeBMYOK" 1 NONyYW NacnopT LMPpPOBOro rpaxkgaHuHal

Mpunoxexue N 2

MHDOPMALIMOHHAS NAMSATKA
ANA OBYYAKOLMXCA ANA PASMELLEHWA
HA O®ULMATBHBIX UHTEPHET-PECYPCAX

C KaXObiM rofoM MOMOAEXM B UHTEPHETE CTAHOBWUTLCS Oonblue, a WKOMbHUKA OHU W3 CaMblX aKTUBHbIX
none3oeareneit PyHeta. Mexagy Tem, NOMUMO OrpOMHOrO KONMWUYECTBA BO3MOXHOCTEN, MHTEPHET HeceT W
npoBnemsl. 3Ta naMmATka AOMKHa NOMoYb Tebe 6e30NacHO HaXO04UTLCA B CETU.

KomnetoTepHble BUPYChI

KomnboTepHblid BUPYC - 3TO PasHOBUAHOCTb KOMMLIOTEPHLIX MPOrpaMM, OTMUYMTENBHON OCOBEHHOCTBHO
KOTOPOW ABNAETCA CnoCOBHOCTE K PpasMHOXEHWo. B AononmHeHWe K aTOMy, BUPYCbl MOTYT MOBPEAWTE WM
MONHOCTBK YHWUYTOXUTE BCE ainbl U AaHHbIe, NOAKOHTPONbHbIE NOML3OBATEN, OT UMEHW KoToporo Gbina
3anylleHa 3apaeHHas nporpamma, a Takke NoBpefUTb UMK AaXE YHUYTOXUTE ONEPALIMOHHYI0 CUCTEMY CO BCEMMY
thaitnamu & yenom. B GonbLUNHCTBE CnyYaes pacnpoCTPaHAKTCA BUPYCHl YEPE3 MHTEPHET.

MeToab! 3aLMTEI OT BPEAOHOCHBIX NPOrpamMm:

1. Wcnonb3yit coBpemeHHble OnepauuoHHble CUCTEMbI, MMEKLUME CEpbE3HbI ypPOBEHb 3aluTbl OT
BRPEAOHOCHbIX NPOrpamMm;

2. MNocTosHHO ycTaHaenueain nayTh (UMGPOBbIE 3annaTku, KOTOpble aBTOMAaTUYECKU YCTAHABMMUBAKTCH C
Uenbio AopaboTkn nporpammel) U Apyrve OBHOBMEHWUS CBOEW OnepauuoHHOW cucTembl. Ckaumsai WX TOMbKO C
ocbuumankHoro caiTa paspatorumka OC. Ecnu CyLLecTByeT pexnuM aBTOMaTUYecKoro OBGHOBNEHWS, BKNIOYN ero;

3. PaBorait Ha cBOeM KOMNbLIOTEPE NOJ Npasamu NOnbL30BaTENs, a He aAMUHUCTpaTopa. OTO He NO3BONUT
If:_i'CLI"II:‘rLI-JI.f'IHCTByr BPEAOHOCHbLIX NporpamMm WHCTannNupoBaTbLCH Ha TBOEM NeEpPCOHaNbHOM KOMNbHOTEPE,

4. Vcnonb3yil aHTUBMPYCHbIE MPOrpamMmHble MPOAYKTHI U3BECTHLIX NPOU3BOAWTENEN, C aBTOMAaTUYECKUM
oBHoenexvem Bas;

5. OrpaHuyb dusnyeckunii OCTYN K KOMNBIOTEPY ANS NOCTOPOHHWX NNLL;

6. Micnonbayit BHELUHWE HOCUTENW WHOPMaLMK, Takve Kak breLka, AUCK unu halin 3 UHTEPHEeTa, TONBKO
13 NPOBEPEHHBIX MCTOYHWKOB;

KoHcynbTaHTMntoc
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7. He oTKpbiBal KOMNbIOTEPHbIE bainbl, NONy4YeHHble M3 HEHAAEXHbIX WCTOMHUKOB. [axe Te dainbl,
KOTOpbIe npucnan TBoW 3HakoMbIR, Jlyylle YTOYHM Y HEro, OTNPABNAN N oH Tebe nx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedaun AaHHbIX, HE TEXHOMOrws, a Bcero nNuwb GpeHa, mapka. Ewe B 1991 rogy
HUAepnaHackas koMmnaHus sapeructpuposana Openg "WECA', yto ofosHavano cnosocoderaHue "Wireless
Fidelity", koTopelil nepeBoanTCs Kak "GecnposoaHas TOYHOCTL",

[o Hawero spemeHW pgowna apyras abbpeewaTypa, KOTOpas ABNAETCA TaKOW e TexHonorued. 3To
abbpesuarypa "Wi-Fi". Takoe HasBaHue Bbino 4aHO C HAMEKOM Ha CTaHAapT Bbiclel 3BYKOBOM TexHUkU Hi-Fi, 4To
B Nepesofe 03Ha4aeT "BbICOKAs TOYHOCTL'.

[la, GecnnaTHeli MHTEPHET-goCTYN B Kade, OTEnsAX W asponopTax SABMAETCH OTMYHOW BO3MOXHOCTbK
BbiXO4a B MHTEpHET. Ho MHorvne akecnepTsl cyuTarT, 4To obwenoctynHble Wi-Fi ceTu He saBnsaoTes 6e3onacHbiMu.

CoseTbl No 6esonacHocTy paboTel B 06LwegocTynHbix cetax Wi-fi:

1. He nepepaBait cBol nu4Hylo WHgopmauuio yepes obwegoctynHble Wi-Fi cetu. PaboTtas B HuX,
XenaTtebHO He BBOAWTL Naponu A0CTYna, NOrnHel 1 KaKMe-1o Homepa,

2. Vicnonb3ayit v oBHoBNSAN aHTVBKMPYCHEIE NporpaMmel U GpaHamayep. Tem cambim Tol 06esonacullb cebs ot
32Ka4Ku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ncnonbaosaxum Wi-Fi oTknioun yHkuuto "OBLyuit goctyn k dhainam n npuxtepam”. [laHHasa dyHkuma
32KpkiTa MO YMON4YaHWK, OAHAKO HEKOTOPblE NOnb3oBaTenu akTUBMPYIOT ee Ana yaobcTsa vCMonb3oBaHUs B
paboTe unu y4ebe;

4. He ucnonbayit ny6nuunbin WI-FI ana nepeaaqn nuyHbIX 4aHHbIX, HANpUMEpP ANSA BbiXOAa B couuanbHble
CETN UMK B ANEKTPOHHYK NOMTY;

5. Wcnonbayi Tonbko 3aluileHHoe coeguneHne Yepes HTTPS, a He HTTP, T.e. npu Habope BeG-agpeca
BEOAW UMEHHO "https://";

6. B mobunbHoMm Tenedore oTknoYM yHKuMio "Mogknioderve k Wi-Fi asTomartudeckn'. He gonyckail
aBTOMaTUYECKOro NOAKNKYEHUA yeTpoiicTea Kk cetam Wi-Fi 6e3 Teoero cornacus.

CoumnankHble ceTu

CouuanbHble CeTh akTMBHO BXOAAT B HaLLy XU3Hb, MHOTUE NoAW paGoTaloT U XMBYT TaMm MOCTOAHHO, @ B
Facebook yxe saperucTpupoBaH MuUnnuapa YenoBeK, YTO SBMSETCR OAHOW CeabMOil BCEX XXWUTEnel nnaHeTsl.
MHorue nonb3oBaTen He MOHWMAIOT, YTO MHMOPMaLUs, pasMelleHHas UMK B coLlManbHbIX CeTsX, MOXET BbiTb
HaliAeHa 1 UCnonb3oBaHa KeM YrofgHo, B TOM YUCNe He 0Ba3aTensHo ¢ Bnarumm HamepeHusimu.

OcHoBHble coBeTbl N0 He30NacHOCTH B CoUnanbHbIX CETAX:

1. OrpaHuyb cnnucok apyseit. ¥ Tebs B Apy3bsix HE AOMKHO BbITb CyYaiHbIX U HE3HAKOMbIX NI0Aei;

2. 3awnujai CBOK YacTHYI0 XW3Hb, He ykasbiBail naponu, TenedoHsl, agpeca, 4aTy TBOETO POXKAEHUS U
APYry0 NIMYHYIO MHDOpMaLKno. 3M0yMbILLNEHHUKA MOTYT UCMONb30BaTh AaXe WHAOPMAaLUI0 O TOM, KakK Tbl 1 TBOM

poauTenu nnasnpyeTe NpOBECTU KaHUKYNbI;

3. 3awuiar ceolo penyTaumio - AepXU ee B YACTOTe U 3agasait cebe Bonpoc: xoten Bbl Tbl, YTOBkI Apyrue
nonb3oBaTeny Buaenu, Y4To Tel 3arpyxaelus? Mogyman, npexae Yem YTo-To OnyBnNUKOBaTh, HANWCATL M 3arpy3nTb;

4. Ecnun Tbl roBOpULLbL C NIOABMU, KOTOPbIX HE 3HAELb, HE UCMOMb3YN CBOE peanbHOe UMS U APYTYI0 NUYHYIO
UHPOPMALIMK: UMA, MECTO XUTENLCTBA, MECTO y4ebhl U Npoyee;

5. UsGerain pasmeLleHns coTorpacuit B VIHTEpHETE, rAe Tbl U306paXeH Ha MECTHOCTU, MO KOTOPON MOXHO

KoHcynbTanTtMnioc
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onpeaennTe TBOE MECTONONOXEeHWE,

6. Mpu perucTpauuu B couuanbHoi ceT HeoBXoAMMO NCNONL30BaTL CNOXHbLIE NAponK, cocToaLmue s OyKB
1 UNbp U C KONUYECTBOM 3HAKOB He MeHee 8;

7. [lna counanbHOM CeTU, NoYThl U ApYrux canToB HeoBXo4UMO UCNONb30BaTh pas3Hele naponu. Toraga ecnu
Tebs B3NOMaT, TO 3MOYMbILINEHHWKK nony4aT 4OCTYN TOMbKO K OQHOMY MECTY, a He BO BCE Cpa3y.

311EKI'DOHHI:I9 AeHbIK

OneKTPOHHbLIE AEHBMM - 3TO OYeHb YAOOHLIA cnocob nnatexen, OQHAKC CYLUECTBYHOT MOLUEHHMKM, KOTOpble
XOTHAT NOMNYYUTb 3TU AEHBIU.

OnNeKTPOHHbIE AEHBIMM NOABUIUCE COBCEM HEAABHO WU MMEHHO M3-33 STOr0 BO MHOrMX rocygapcrsax Ao CUX
nop He NPONUCaHo NPOo HMX B 3aKOHaX.

B Poccum e oHW (PYHKLUMOHUPYIOT U O HUX YKe NPOrucaHo B 3aKOHe, rae WX pasfensioT Ha HeCKOMbKo
BUAOB - @HOHUMHbLIE WU HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs
NPOECAUTE onepauvu 6e3 uaeHTUUKaAUMKU NoMb3oBaTENsA, @ B HEAHOHUMHbBIX WAEHTUDMKauWUsa nonb3osaTens
ABNReTCH 0bA3aTENLHOMN.

Takke cnefgyet pasnuyath 3NeKTPOHHble uaTHble AeHbr (PaBHbl TOCYAAPCTBEHHbIM BanioTam) W
3MNEKTPOHHbIE HEUATHLIE AEHBIM (HE PaBHbI roCY4apCTBEHHbIM BanoTam).

OcHoeHble coeeTbl No BeszonacHoi paboTe ¢ 3NeKTPOHHLIMU A&HbraMu:

1. MpuBAXKK K cYeTY MOGUNBHLIA TeNeoH. ITo camblit yA0OHbIA U BbICTpbIN cnocob BOCCTaHOBUTE 4OCTYN K
cueTy. lNpuBaAzaHHbIA TenedoH NOoMoXeT, ecnu 3abyaelub CBOW NNaTexHbld naponb Wnu 3aiaelwb Ha caiT ¢
HEe3HaKoMOoro yCTPORCTBa,;

2. Mcnonb3ay oagHopasosble naponu. locne nepexoaa Ha ycuneHHyilo aetopusaumio Tebe yxe He Gyger
YrpoxaTh ONAaCHOCTL KPaXKu UNW NepexeaTa NNaTexHoro naponsi;

3. BbiBepu cnoxHbiii naponb. MNpecTynHukam GygeT He nNpocTo yradaTb COXHblid napofb. HaaexHbie
naponu - aTo Naponu, KOTOPLIE COAEPXaT He MeHee 8 3HaKOB W BKIKYAT B cebs CTPOYHbIE U NponicHble OykBbI,
LUMdPLl ¥ HECKONbKO CUMBOMOB, TakMe Kak 3Hak Jonnapa, (yHTa, BOCKNWLUaTenbHblih 3Hak U T.n. Hanpumep,
$tRONng!;;

4. He BBOAW CBOW NUYHbIE AaHHbIE HE calTax, KOTOPLIM HE AoBEpseLb.
3neKTpoHHAaA noYTa

OneKTpoHHas noYTa - 3TO TEXHONMOTWA U NMPefoCTaBNfeMblE €l YCnyr No nepechinke W nonyvyeHuio
ANEKTPOHHBIX COOBLLEHWNIA, KOTOpbIE PACNPEAenstoTCs B KOMNbIOTEPHON ceTW. OBbIMHO 3NEKTPOHHbBIA NOYTOBbINA
SLMK BBIMMSAMT chnedyowum obpasoM: WMs_nonb3osaTena@uMs_AoMeHa. Takke Kpome nepeaaduv npocToro
TEKCTa, UMEETCH BO3MOXHOCTb Nepefasarh hainbl.

OCHOBHble COBETbLI NO 6e30nacHoi paboTe ¢ AaNEKTPOHHO| NOYTO:

1. Hago sbibpaTb NpasunbHbIA MOYTOBLIA CepBMC. B MHTepHeTe ecTb OrpoMHbIi Beibop GecnnatHbix
MOYTOBLIX CEPBUCOB, OLHAKO Ny4lle JOBEPATL TEM, KOro 3Haellb U KTO NepBblil B PEUTUHTE;

2. He ykasbiealhi B NMYHOI NO4YTe NWYHYIO  WHdopmauuio. Hanpumep, nydwe BbibpaTb
"My3bikanbHbli_thaHat@" wnwv "pok2013" Bmecto "Temald”;

3. Wcnonbayii ABYXaTanHyio asTopusaumio. ITo Koraa NOMUMO Napons HY>KHO BBOAUTL KOA, MPUCHINaembli
no SMS;

4. BbiBepy CnoxHbIid naponb. [Ans Kaxaoro NoYToBOro sluka AomkeH BbiTh CBOW HaAe)HbIA, YCTON4MBLINA K
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<Mucsmo> MuxoBpHaykv Poccuu ot 14.05.2018 N 08-1184
"0 HENpEETIRHIM UDUDMALAN" HdokymeHT npepocTaBneH KoHeynsTaHTIIn0C

(BMeCTE ¢ "METOANHECKUMN PEKOMEHAALMAMY O. .. Aara coxparehus: 26.06.2018

B3NOMY Maponk;
5. ECnv €CTb BOSMOXHOCTb HanueaTh caMoMy CBOM NMuHbIA BONPOC, UCMOMs3yii 3Ty BOIMOXHOCTS!

6. Vicnonbayi HECKONBKO NOYTOBLIX ALUMKOB. [MepBbIit 4Ns YACTHON NEPEnuCKY C ajpecaTtamu, KOTOPbIM Thl
ACBEPAELLb. JTO ANEKTPOHHBIN aapec He Hafo UCMONL30BaTL NPU PErUCTPaLMM Ha tbopymax u cairtax;

7. He oTkpbiBail thaiinbl U Apyrine BROXKEHWS B nUcbMax, faxe ecnu oHW NPULLNW OT TBOWUX Apy3ei. Jlydylle
YTOYHW Y HUX, OTNpaBnsanu nu oHn Tebe oTu aiinsl;

8. MNocne okoH4aHWst paBoTekl Ha NOYTOBOM cepBice nepeq 3aKpbITUEM BKNaAKu ¢ canTom He 3abyab HaxaTb
Ha "BbiATn",

KnuSepbynnuHr unu BUPTYanbHOE M34eBaTensCTBO

KubepBynnuHr - npecneposanne COOBLIEHUSIMK, COAEPXKALUMMU OCKOPBNEHWUs, arpeccwio, 3anyrupaHue;
XyNUraHcTso; coumnansHoe GoMkoTIpoBaHNE C MOMOLLbIO PA3nMUYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coseTsl no 6opbbe ¢ knbepbynnnuHrom:

1. He Gpocaiica B 6oit. Nyyluuin cnocob: NocoseToBaTLCA Kak cebst BECTU U, ECAN HET TOro, K KOMY MOXHO
00paTuTbCs, TO BHa4Yane ycnokouTbea. Ecnu Thl HauHeLb oTBeYaTh OCKOPBNEHUAMU Ha OCKOPBEeHUs:, TO TONbKO
eule Gonblue pasoxKkellb KOHMNKT;

2. Ynpaensit cBoeit knGeppenyTtauuen:
3. AHOHUMHOCTb B CETU MHUMASs. CyLLIECTBYIOT CNOCOBHI BbISICHUTL, KTO CTOUT 3@ @aHOHUMHbLIM aKKaYHTOM;

4. He cTouT BecTn xynuraHckuit obpas BUPTYanbHOW XU3HW. VIHTEPHET hUKCUPYET BCe TBOW AEHCTBUS U
COXpaHsieT ux. Yaanuts ux Byaet KpaiHe 3aTpyAHUTENbHO;

5. Cobntoaait ceoto BUpTYan bHYHO 4ecTb cMonoay;

6. UrHopupyit efuHuuHbIi Heratus. OfHOPa30Bble OCKOPBUTENbHbLIE COOBLLEHUS ny4ywe WrHopupoBarTs.
OBbl4HO arpeccus NpeKkpaLaeTca Ha Ha4yanbHol cTaguu;

7. BaH arpeccopa. B nporpammax oBmeHa MrHOBEHHbIMM COODLUEHUSMU, B COLManbHbIX CETSX eCTb
BO3MOXHOCTb 610KMPOBKN OTNPaBKW COOBLLEHNIT C OnpeaeneHHbIX aApecos;

8. Ecnu ol cBuaeTens kubepBynnutra. Teou AeNCTBUS: BLICTYNUTL NPOTHB NPEcneaosaTens, Nokasars emy,
YTO €ro [eiCTBUS OLEHWBAKTCH HEraTuBHO, NOAAEPKATb XKEPTBY, KOTOPOMA HYXKHa MCUXONMOrMYecKkas MOMOLLb,
COOBLUMTL B3POCNbLIM O (haKTe arpecCUBHOM NOBEAEHUS B CETHU.

MobBuribHEIN TenedoH

CoBpemeHHble cMapThOHbl M NNaHLWeTbl cogepxaT B cebe BnonHe B3pocnbld YHKUWOHAN, U Tenepb OHU
MOTyT KOHKYpUpOBaTL CO CTaunoHapHbiMKU KoMmnbloTepamu. OgHako, cpeAcTB 3alnTbl AN NoAobHbIX YCTPOWCTB
noka o4eHb Mano. TECTUPOBaHWE 1 NOWUCK YS3BUMOCTEW B HUX NPOUCXOANT HE Tak UHTEHCUBHO, Kak ans MK, To ke
camoe KacaeTcst U MOBWMBHBIX NPUNOXKEHW,

CoBpemeHHble MoBunbHble Opaysepbl yxe nNpakTU4ecku AOrHANMKM HaCTOMbHLIE aHANorM, O4HAKO
pacllnpeHne yHKLMoHana sneveT 3a coboi BonbLUyK CNOXHOCTD U MEHbLLYHO 3aLUNLIEHHOCT.

Haneko He BCe NPOW3BOAMTENW BbIMYCKAKT OGHOBMEHWA, 3aKPbIBAIOLINE KPUTUYECKUE ySI3BUMOCTY AN
CBOWX YCTPOWUCTB.

OcHoBHble coBeTbl A4nA 6e30NacHOCTU MOBUNBLHOrO TenedoHa:

Huuero He sBnsetca no-HacToswemy GecnnaTHbiM. Byab OCTOPOXEH, Befb korpa Tebe npesnaraior
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<[Tucemo> MunoBprayku Poccum ot 14.05.2018 N 08-1184
"0 HanpaBneHuu nHopmaumm"
(emecte ¢ "MeToAMHECKUMI PEKOMEHAAUMAMM O...

HoxymeHT npegoctaeneH KoHcyneTtaHTtlnoc
[ara coxpaHeHun: 26.06.2018

BecnnaTHbli KOHTEHT, B HEM MOTyT BbITb CKPbITEI K2KWe-TO NNaTHble YCnyru,

Hymait, npexae yem otnpasntb SMS, doTo unu Buaeo. Tbl TOYHO 3HaeLb, rae OHU BYAYT B KOHEYHOM
urore?

HeobxoanmMo 06HOBNATL OMEpaLMOHHYI0 CUCTEMY TBOETO CMapTdOoHa:
Wcnonbayi aHTUBMPYCHbIE NPOrpamMmel AN MOBUbHEIX TENEdOHOB;

He sarpyxail npunoxeHUs OT HEU3BECTHOTO WCTOMHWKA, Bedb OHM MOryT COAEpXaTb BpenoHOCHOE
nporpammMmHoe obecneveHue;

Mocne Toro Kak Tbl BblitAelb C caifTa, rae BBOAMN NUYHYK MHAOPMAaLMIO, 3aiian B HacTpoiiku Bpayaepa u
yhanu cookies;

Meproaundeckn NpoBepsaw, Kakve NNaTHLIE YCNYrn akTUBMPOBaHbL! Ha TBOEM HOMEPE;

[aBait ceoit Homep MOBMNbHOro TenedoHa TONbKO NOAAM, KOTOPbIX Thl 3HaELb U KOMY A0BEPAELLb;

Bluetooth gonkeH 6bITb BeIKMTIOYEH, KOr4a Thl UM He nonb3yewscs. He 3abbiBait UHOr4a NpoBepsTh 3To.
Online urpei

CoBpemMeHHbIe OHMAaNH-Urpbl - 3TO KPACOYHbIE, 3axBaThbiBAKOLIME pasBreyeHus, 0OBLEANHSWUE COTHM
ThICAY YernoBek Mo Bcemy Mupy. Wrpoku WccneayroT AaHHbIA UM Mup, oBLjaloTcs ApYr C APYrom, BbIMOMHSKOT
3afaHusA, CPaKaTCA C MOHCTPaMK W NOMy4YakT onbIT. 3a y40BONLCTBUE OHU NNATAT, NOKYNaloT AUCK, ONMavyuBaT
aboOHEMEHT UNW NPUOBPETAIOT KaKue-To onLuu.

Bce aTM cpenctBa ugyT Ha NOAAEPKaHWE M pasBUTME Wrpel, a Tawkke Ha camy Ge3onacHoCTh:
COBEPLUEHCTBYHOTCA CUCTEMBI aBTOPU3aUMM, BbIMYCKAKTCA HOBblE Natyu (UMPPOBbLIE 3annaTku AN nporpamMm),
33KpbLIBAKTCA YA3BMMOCTU CEPBEPOB,

B nopoBHbix urpax CTOWMT OnacaTbCs HE CTONbKO CBOWX COMEPHWKOB, CKOMbLKO KpaMv TBOEro napons, Ha
KOTOPOM OCHOBaHa cucTema asTopusauuu DonbLIMHCTBA Urp.

OcHoBHble coBeThl N0 6e30NacHOCTY TBOErO UrpOBOro akkayHTa.

1. Ecnu ppyroit urpok Bepet cebs nnoxo unu cosgaet Tebe HenpuATHOCTW, 3abnokupyi ero B cnucke
UrPOKOB;

2. Moxanynca agMWHUCTpPaTopaMm Wrpbl Ha NNoxXoe NoBeaeHWe 3TOro WUrpoka, >KenarenbHo NPUNoXWTb
Kakue-To AoKasaTenbCTea B BUAE CKPUHOB;

3. He ykasbiBalt NMYHYI0 MHOPMaLUWIo B npodanne urpsbl,
4, YBaxail [pyrux y4acTHUKOB Mo urpe,
5. He ycTaHaenuesan HeouunansHsLIe natyu U Modbl,

6. Ucnonb3yi CnoXHbIe U pasHele Nnaponuy,

7. Jaxe BO BpeMsi Wrpbl HE CTOWT OTKMOYaTb aHTMBMPYC. oka Tbl Wrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DUWWHT UMK KPpaXa NUYHBIX OaHHLIX

OBbIuHON Kpakel AeHer W [JOKYMEHTOB CErOAHS YXe HUKOrO He yAuBWWb, HO C  pasBuTUEM
NHTEPHET-TEXHOMOTMI 3MOYMBILLNEHHUKA NEPEMECTUNNCL B UHTEPHET, U NPOACIKAKT 3aHUMaTbCs "NtoGuMbIM

JENOM.
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<Mucemo> MurobpHaykw Poccuu ot 14.05,.2018 N 08-1184
"0 Hanpaenexuy nHdopmaLun”
(emecTte ¢ "MeToAM4ECKUMU PEKOMEHASLUNUAMN O...

HokymeHT npeaoctasneHd KoHeyneTaHT noc
[ata coxpaHeHus: 26.06.2018

Tak nosiBunack HOBas Yrpo3a: MHTEPHET-MOLIEHHUYECTBA UMW (DULLIVHF, rMaBHas LieNb KOTOPOro COCTOUT B
nony4YeHnn KoHuAeHUManbHbIX 4aHHbIX NOMb3oBaTeNel - NOrMHOB W naponeil. Ha aHrnuiickom si3bike phishing
yvTaeTcs kak uwmnr (ot fishing - peibHas noens, password - napons).

OcHosHble coeeTbl No Gopbbe ¢ hULWUHroM:

1. Cneawn 3a csomm akkayHTOM. Ecnu Tbl Nnogospesaellb, YTO TBOS aHkeTa 6bina B3nomaHa, TO HeobXoaMMO
326n0KMpoBaTk ee 1 CooBLWUTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. MCHOanyﬁ ©esonacHele Beb-cainTel, B TOM YUCHe, WHTEPHET-MarasmHoOB N NOUCKOBbIX CUCTEM,

3. Mcnonb3yi cnoxHble v pasHble naponu. Takum obpasom, ecnu Tebs B3NOMarT, TO 3MOYMbILLIEHHWKM
nony4ar AOCTYN TOMbKO K OA4HOMY TBOEMY MPOUMI0 B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To He0BXOAMMO NpPeaynNpPeAuTL BCEX CBOMX 3HAKOMBbIX, KOTOpble AobaBneHbl y Tebs
B APYy3bAX, O TOM, 4TO Te6a B3NOManu M, BOIMOMHO, OT TBOEro MMeHK 6y,EI,ET pacceinatbCA Cnam W CChINKK Ha
PULLKMHIOBLIE CAWTDI;

5. YctaHoeK HapexHbl napons (PIN) Ha MoGunbHbIA TeNedoH;
6. OTKNIOYM coxpareHne napons 8 Gpaysepe;

7. He oTkpbiBait ainbl U Apyrue BNOXKEHWS B MUCbMaX, AaXe €Cnu OHU NPULLNW OT TBOUX ApYysei. Jlydlle
YTOYHW Yy HUX, OTNPaBNANU Ny oHK Tebe 3Tu ainbi.

Lndporan penyTauus

Lndbposas penyTauus - 3TO HeraTMBHas WK NO3UTUBHAA MHOPMaUUA B CeTH 0 Tebe. KomnpoMeTupyoLLas
nHpopmaums, pasmeLleHHas B UHTEPHETE, MOXET Cepbe3HbiM 0Opa3oM OTPa3vTLCA Ha TBOEH peanbHOMW XKU3HM.
"Uudpposas penytaums” - 3TO TBOW UMUAXK, KOTOPLIA (DOPMUPYETCA U3 MHGOpMaLMK O Tebe B MHTEPHETE.

TBOE MECTO XUTenbLCTBa, y’HE6bI, TBOE (PUHEHCOBOE MOMNOXEHUE, ocoBeHHOCTW XapakTepa U pacckasbl 0
BrnaKknx - BCe 9TO HAKanIvMBaeTCs B CETH.

MHorvue noApoOCTKW NErkKOMbLICNIEHHO OTHOCATCH K Nybnukauum nuuyHoi wHdopmauuu B UHTEpHeTe, He
NOHNMARA BO3MOXHbBIX NOCNEACTBUA. Thl AaXe HE CMOXEeLUb AOraaaTkCa O TOM, 4TO doTorpadus, pasMelleHHas 5
neT Hasag, cTana NPUYUHOW OTKasa NpuHATL Teba Ha paboTy.

KoMmeHTapuu, pasMeLleHue Teoux doTtorpacduini U gpyrune 4eicTBUA MOTYT HE UCYE3HYTb Aae nocne Toro,
KaKk Tbl UX yAanuwe. Tbl HE 3Haellb, KTO COXpaHUN 3Ty WMHOpMauuio, nonana nNu oHa B NOUCKOBbIE CUCTEMBI U
COXpaHWNack N OHa, a rMaBHOe: YTO NoAyMaloT 0 Tebe OKpyXKaKLue MM, KOTopble HaAyT U yBUAAT aTo. HailTu
MHPOPMALUIO MHOMO NET CNyCTA cMoXeT Nioboi - kak M3 [obpeix NoByKaeHWA, Tak U C HAMEPEHWUEM NMPUYMHUTL
Bped. 3TO MOXET BbITb KTO YrogHo.

OcCHOBHble COBETbI MO 3aLUTE LIMdpPOBOI penyTauum:
1. Moaymait, npexae 4em YTo-To NyGnukoBaThb U nepeaasats y cebs B Gnore unu B coumnansHoi ceTy;

2. B HacTpoiikax npoduns yCTAHOBU OrpaHWYEHWs Ha MPOCMOTP TBOErO NPOMUNA U €ro CoAaepXUMOro,

caenain ero ToNeKo "ans gpysen”;
3. He pasmellait n He ykasbiBai MHDOPMALIMIO, KOTOPasa MOXET Koro-nubo ockopBnsaTte unu obuxars.
ABTOpCKOe npaBo

CoBpeMeHHble LUKONbHUKWA - aKTWBHblE NONb3oBaTeny uudpoeoro npoctpaHcTea. OAHako Aaneko He Bce
3HAKT, YTO NOMb30BAHWE MHOTMMU BO3MOXHOCTAMMU UWpPOBOrO mupa TpebyeT cobniojeHnsa npas Ha
MHTENneKTyanbHy cOBCTBEHHOCTD.
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<Mucemo> MunoBpHaykn Poccun ot 14.05.2018 N 08-1184
"O HanpasneHWn UHopMaLuun”
(emecTe ¢ "MeToaWdYeckuMY pEKOMEHAAUUAMMK O...

HokymeHT npepoctasneH KoHcyneTaHTl Inoc
[ara coxparenun: 26.06.2018

TepMuH "uHTeNnekTyansHas COBCTBEHHOCTB" OTHOCUTCS K Pa3fUuYHbIM TBOPEHWSIM YENOBEYECKOrO yMa,
Ha4Y“Has c HoBbIX M30OpeTeHU n 3HakoB, 0603HaYalOLMX COBCTBEHHOCT Ha NPOAYKTHI U YCNYrK, U 3aKaHYMBas
KHuramu, otorpacusmu, KNHOGUIbMamu U My3bikansHbIMUA NPOU3BEAEHNAMMY.

ABTOpCKWE NpaBa - 3TO Npasa Ha WHTENNEKTyanbHyk COBCTBEHHOCTL Ha NMPOU3BEAESHUS HayKU, NUTepaTyph
W NcKkyccTea. ABTOPCKME Npasa BbICTYNAKOT B KAYECTBE rapaHTUK TOro, YTO WHTEMMeKTyanbHbIN/TBOPYECKUA TPYA
aBTopa He DyAeT HanpacHbIM, 4acT emy cnpaBeAnuBbIE BOSMOXHOCTM 3apaboTaTts Ha pesynbsTatax CBoero Tpyaa,
NnoNy4nTb M3BECTHOCTb W npusHanue. HukTo Ges paspelleHWs aBTopa HE MOXET BOCMPOM3BOAUTL €ro
npousseAeHve, pacnpocTpaHsaTb, NybnnyHO AEMOHCTPUPOBaTL, NPoAaBaTh, UMNOPTUPOBATL, NYCKaTb B NPOKaT,
nyBnu4HO NCNOMNHATL, NOKa3bIBaTL/MCMONHSTL B acupe Unu pasMellats B MHTepHeTe.

Wcnonb3osaHue "nupaTckoro” NporpamMmmMHOro 06ecnedeHUss MOXeT NPUBECT K MHOTMM PUCKaM: OT NoTepw
AaHHBIX K TBOMM akkayHTam Ao OnoKMpOBKuM TBOEro YCTPOWCTBA, rAe yCTaHOBMNeHa HeneranbHas nporpamma. He
CTOWT Takke 3abblBaTh, YTO CYLIECTBYIOT NeransHele u GecnnaTHble NPorpaMmel, KOTOPLIE MOXHO HalTH B CETW.

O noprane

CeteBuyok.pc - TBOW rnaeHbiii COBETYMK B CeTW. 3aecCh Tbl MOXELb y3HaTb 0 6£30MacHOCTM B CETH
MOHATHBIM U OCTYMHLIM A3bIKOM, @ NPWU BO3HUKHOBEHUM KPUTUYECKOW cUTyaumu oBpaTuTbes 3a COBETOM. A Takke
MPUHATL yYacTne B KOHKypcax U CTaTb camMbiM UUAPOBLIM rpaXaaHMHOM!

MpunoxeHne N 3
NAMATKA ANA POAUTENENA OB MHOOPMALIMOHHOW BE30OMNACHOCTU JETEN

Onpenenexune TepMuHa "nHdopMaLmoHHan BesonacHocTb geTel” cogepxuTca B degepanbHoM 3akoHe N
436-®3 "O szawuTe AeTeit OT MHOPMAaUWKM, NPUHUHAIOWENA BPea WX 340POBbI0 U PasBUTU', perynupyowmm
OTHOLWEHUA, CBA3aHHbIe C 3alMTON AeTei OT UHopMaL MK, NPUYMHAIOWENR Bped UX 340P0OBbH U (UMW) passUTHIO.
CornacHo AaHHOMy 3akoHy "WHdopMauuoHHas GesonacHocTb AeTeil” - 3TO COCTOAHWE 3aLUULLEHHOCTU, Mpw
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHEBIA C NPUYMHEHNEM MHPOpMaUMER Bpeda UX 340POBbLI0 U (UMW) hU3ndecKomy,

NCUXM4YECKOMY, OYXOBHOMY, HOAGBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepansHoro 3akoHa N 436-$3 nHbopmauven, NpUYUHAIOLLER Bpea 3A0POBLI0 W (MNK) pasBuTHiO
LETEN, ABNAETCA:

1. MHhopMaLWs, 3anpeLyeHHas AN PacnpocTpaHeHWs cpean aeTen;

2. MHOpMauusa, pacnpoCTpaHeHWe KOTOPOW OrpaHWYeHo cpedu AeTeil OnpedeneHHbIX BO3PacTHbIX
KaTeropui.

3. K mHcbopmauuu, 3anpeLleHHon Ans pacnpocTpaHeHUsi CPEAN AETER, OTHOCUTCS:

4. nHchopmauua, nobyxaawllas feTei K COBEpLUEHWH LEWCTBUA, NPeACTaBNSHLWMX Yrpo3y WX KU3HU W
(Mv) 300POBLIO, B T.4. MPUYMHEHMWIO Bpeaa CBOEMY 340POBBI0, CaMOyBUiCTBY;

5. cnocoBHoOCTL BbI3BATL Y AETEW WenaHue ynoTpebuTe HapKoTUYECKWEe CPeacTBa, NCUXOTPOMHbIE U (Unu)
odypMmaHuBawLlWe BellecTsa, TabayHble W3JEnuWs, ankorofbHYyK W CNUPTOCOAEPXallylo NPOAYKLWIO, MUBO W
HanWTKK, M3roTaBnuvBaemMble Ha ero OCHOBe; NPUHATE Y4acTWe B a3apTHbIX Wrpax, 3aHMMaTbCA npommyumeﬁ,
GpoasKHUYECTBOM MMM NONPOLIANHUYECTBOM;

6. ofocHoBblBaKLaa wWNW OnpaeAblBalllas AONYCTUMOCTb HacuUnva W (UNK)  KecTokocTy Nubo
noBy:xaaloLlas oCyLWecTBNATL HACUIbCTBEHHbIE ASMCTBIUSA NO OTHOLIEHMIO K MIOAAM U XUBOTHBIM;

7. oTpvuarLlwas ceMelHble LEHHOCTU U dhopmupyroLLas HeyBaXeHWe K poauTensam w (unu) APYrum YneHam
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<[Mucbmo> MuroBpHayku Poccui ot 14.05,2018 N 08-1184

"O WanpasneHnM urdopMaLuA” HokymeHT npegoctaened KoHcynbTanTlnioc
(BMecTe ¢ "MeToANYECKAMU PEKOMEHAALNAMY O... Aata coxpanenus: 26.06.2018
CEMBMU;

8. onpasAbIBatoLLasi NPOTUBONPABHOE NOBEAEHME;
9. cogepxalyas HeLeH3ypHYyto BpaHb:
10. coaepxalas uHopmaLmio NopHorpanYeckoro xapakrepa.

K WHdopmaumu, pacnpocTpaHeHue KOTOpOM OrpaHW4eHo Ccpeau AeTeil OnpeaeneHHoro Bo3pacTa,
OTHOCUTCS:

1. uHbopmaums, NpeacTasnsemMas B BUAE M30OPaXEHUS UMW ONUCAHUSA XKECTOKOCTY, (DM3NYECKOrO U (Mnn)
MCUXMYECKOTO HACUNNUS, NPECTYNNEHWS UAWN MHOTO AaHTUOBLLECTBEHHOIO AENCTBUS;

2. BbI3blBAKOWANA y AETER CTpax, YXac Wnu nNaHuky, B T.4. NpeacTasnseMas B Buae U3obpaxeHus unu
OMMCaHUA B YHWXKaKOLWEN 4YEernoBe4ecKoe [OCTOMHCTBO (hOpMe HEeHacUNbCTBEHHOW CMepTu, 3abonesaHus,
camoybuicTBa, HEeCHacTHOro CyYas, aBapuu UMK KaTacTpodbl v (MNK) KX NOCNEeACTBMRA;

3. npeacTaenAemas B BUAE W30DPaXEHWs WNWM OMUCAHUA MOMOBLIX OTHOLUEHWA MeXay MYXYUHOM U
MEHLUUHOR;

4. copepxalyas OpaHHble CrnoBa 1 BbIPAXEHNS, HE OTHOCSALUMECS K HELIEH3YpHOW BpaHu.

C y4yetom 3toro Bam npeanarawTcs npaeuna paboTel B ceTU WMHTEpPHET ANS pasiuyHbIX BO3PACTHbLIX
KaTeropuii, cobnogeHne KOTopbIX No3BONUT o6ecneynTs UHOPMaLMOHHYH 6e30nNacHOCTL BalLnX AeTe.

O6wue npaeuna ana poautenen

1. HesaBucumMo oT Bo3pacTa pebeHka ncnonbayite nporpammHoe obecneveHne, nomoratoLlee hunsTpoBaTh
1 KOHTPONMPOBaTL MHOPMALINIO, HO HE NonaraiTeck NOMHOCTLIO Ha Hero. Balle BHUMaHWe K peBeHKy - rmaBHbIA
METO[ 3aLUThI.

2. Ecnu Baw pebeHok umeeT akkayHT Ha oAHOM U3 couwanbHbix cepsucos (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaTENbHO W3Y4nTE, KaKYH0 MHOPMaLMIO NOMELIEKT Er0 YYaCTHUKU B CBOMX NPOMUNSAX U
Brorax, Bknoyas oTorpadun 1 BUAEO.

3. lpoBepbTe, € KakMMKU ApPYyrumMn caiTamu CBR3aH couwanbHblii cepsuc Balero pebenka. CtpaHuudku
Bawero pebeHka MoryT BbiTe 6€30NaCHBIMUY, HO MOTYT U COAEPXaTb CChINKW Ha HEXENAaTemNbHbIE W ONACHbLIE CalThbl
(HanpumMep, NOPHOCAWT, UMW CalT, Ha KOTOPOM APYr YNOMUHAET HOMEp CoToBOro TenedoHa Bawero pebeHka unu
Balu gomaluHuii agpec)

4. Noowpsiite Bawux geteit coobuiate 060 BCEM CTPaHHOM WM OTTaNKWBAKOWEM W HE CMMLIKOM OCTpO
pearupynTe, Korga oHW 3TO AenatoT (M3-3a2 onaceHus noTepaTt AOCTYN K MIHTEPHETY 4eTU HE FOBOpPAT pPOoauTEnAM
o npobnemax, a Takke MOryT HavyaTb MCNONb30BaTb VHTEPHET BHE AOMA M LUKONbI).

5. byabTe B Kypce ceTeBoi xusHu Bawero pebeHka. HTepecynTech, KTO UX Apy3bs B IHTEPHET Tak Xe, kak
WHTEepecyeTech peanbHbIMW APY3bSMU,

BoapacT ot 7 go 8 ner

B MHTepHeTe pebeHOK cTapaeTcs NOCETWTb TE WM WMHbIE CaATbl, @ BO3MOXHO W YaThkl, paspelleHue Ha
MOCELLEHUe KOTOPbIX OH He nony4un 6bl oT pogutened. Moatomy poguTenam ocobeHHO nonesHel ByayT Te
OTYeTbl, KOTOpble MPEAOCTaBNsATCA MporpaMmMamMu nNo  OrpaHWYeHud  ucnonbi3oBanus WHTepHeTa, T.e.
Poavtensckvil KOHTPONb UMK TO, YTO Bbl CMOXETE YBWAETb BO BPEMEHHbIX hainax. B peaynbTare, y pebeHka He
OydeT OWyL|eHuUs, 4TO 3@ HUM BEAETCA NMOCTOSHHBLIA KOHTPOMNb, O4HAKO, poavTenu ByayT No-NpexHeMy 3HaTb,
Kakue calTel nocewaeTr ux pebeHok. [leTu B AaHHOM Bospacte o6nafalT CUMbHBIM YYBCTBOM CEMbBM, OHM
[0BEPYMBbLI U HE COMHeBalwTcA B asToputeTax. OHW nBST urpaTe B CETEBbIE UrPbl M NYTELWECTBOBATL MO
UHTepHeTy, ncnonbays anekTPOHHYH NoYTY, 3aX04UTb Ha CaiiThl U YaTbl, HE PEKOMEHAO0BAHHBIE POAUTENSMU.
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<[Tucemo> MuHoBpHayku Poccum oT 14.05.2018 N 08-1184
"O HanpaeneHun uHopmayumn"
(BMecTe ¢ "MeToaMecKUMI PEKOMEHAALIMAMHM O...

HokymeHT npeaoctasneH KoHcyneTanTl nioc
[ata coxpaHeHus: 26.06.2018

CoseTtbl no 6esonacHocTu B ceTv VIHTepHeT ans aeTeit 7 - 8 ner

1. CosgaiiTe CnMCOK AOMALUHMX MPaBUN NOCELleHUs WHTepHeTa npu yyacTum peted u Tpebyite ero
BbINOMHEHUS.

2. TpebyiTe ot Bawero pebeHka COBMIOAEHWS BPEMEHHBIX HOPM HEXOXAEHUS 33 KOMMboTepoM. MokaxuTe
pebeHky, uTo Bbl HabnogaeTe 3a HUM He MOTOMy YTo Bam aTo xoueTcs, a notTomy 4To Bel Becnokoutech 0 ero
Be3onacHOCTW W BCerga roToBbl eMy NoMoYb.

3. KoMnbloTep C NOAKMHOMEHNEM K WIHTEPHETY OOMKEH HaxoauTbcs B OBLE KOMHaTe noj NpucMoTpOM
poauTenei.

4. Ncnon b3ylTe cneumnanbHbie ETCKUE NOMCKOBbLIE MaLUKHbI.

5. Wcnonbayiite cpeactsa ONOKMPOBaHWS HEXeNaTenbHOro KOHTEHTa Kak AOMOMHEeHWe K CTaHAapTHOMY
PoanTenbckoMmy KOHTPONO.

6. Co3gaiite ceMelHbii 3MEKTPOHHbIA ALWMK, YTODObI HE NO3BONUTL AETAM UMETb COBCTBEHHbIE aapeca.

7. brniokupyiTe pocTyn K cawTam ¢ BecnnaTHeIMU NOYTOBBLIMU SLUMKEMU C MOMOLLBK COOTBETCTBYHOLIErO
nporpammHoro obecneveHus,

8. MpuyynTe geten coeeToBaThcs ¢ Bamu nepen onyGnukoBaHMeM Kakol-nubo MHbOpPMaUUK CpeacTeamMu
QNeKTPOHHOM NOYTEI, YaTOB, PErnCTPALMOHHBIX (hOPM W Npodunen.

9. Hayyute peTell He sarpyxartk ainbl, nporpaMmmel Unu mMysbiky 6e3 Ballero cornacus.
10. He paspeluaiite AeTaM MCNONb30BaTh CNYXObl MTHOBEHHOTO 06MEHa COOBLLEHUAMM.

11. B "Oenbid" cnucok caiToB, paspelleHHbIX ANA NOCELUEHWUs, BHOCUTE TOMbKO CalTbl C XOpOLUei
penyrayven.

12. He 3abbiBaiiTe OGecenoBaTh ¢ AeTbMU 00 UX Apy3bsax B MIHTEpHeTe, Kak ecniu Bbl peyb Wna o Apy3bax B
peanbHONM XU3HW.

13. He genaiite "raby" 13 BONPOCOB NOMOBOW XU3HW, TaK Kak B IHTEpHETE AETK MOryT NErko HaTKHYTbCH Ha
nopHorpacuio unv caiTel "Ana B3pocneix”.

14. Mpuyuute Bawero pebeHka coobiaTte BaM 0 MbbIX yrpo3ax unu Tpesorax, CBA3aHHbiX C MHTepHeToM.
OcTaBaiTeck CNOKOWHBIMW W HANOMHWTE AETAM, 4TO OHM B 6€30MacHOCTW, eCnv camit pacckasanu Bam O CBOMX
Tpegorax. [loxeanuTte Ux 1 NOCOBETYATE NOLONTU eLle pas B NogobHeIX cnydasx.

BoapacT getest o1 9 oo 12 net

B naHHOM BO3pacTe AEeTW, Kak MpaBuIo, YXe HacnbilWaHbl O TOM, Kakas WHMOpMauus CyuwlecTByeT B
WNHTepHeTe. CoBEpLIEHHO HOPManbHO, YTO OHW XOTAT 3TO YBWAETb, NMPOYECTb, YCnbiWwaTh. [pyU 3TOM HYXHO
NOMHUTb, YTO AOCTYN K HEXenaTenbHbiM MaTepuanaMm MOXHO nerko 3abnokuposaTb Mpv NOMOLM CpPeacTs
PoanTenbekoro KOHTpons.

CoeeTbl No Be3zonacHocTW Ans agetei ot 9 go 12 net

1. Co3paiiTe CNUCOK AOMALUHWX NpaBun MocelleHus MHTepHeT npu ydactuw aeteit u Tpebyiite ero
BEINONHEHUS,

2. TpebyitTe oT Bawero pebeHka cobnogeHns HOPM HaxoXAeHUs 32 KOMMbIOTEPOM.

3. Habnwpaite 3a pebeHkoM npu paboTe 3a KOMNBHOTEPOM, NOKaXKUTE emy, 4YTo Bbl GecnokouTecsk o ero
6e30nNacHOCTU U BCEraa roToBbl 0KasaTh eMy NOMOLLb.
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<[Tucemo> MuHoBpHayku Poccum ot 14.05.2018 N 08-1184
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OokymeHT npeaoctaeneH KoHeynetanTl noc
[ara coxpaHenvs: 26.06.2018

4. KomnbloTep € NoaKkMiodeHWem B WHTEpHET JOMKEH HaxoAwWTbes B OOLWIE KOMHATe nof NpUCMOTPOM
poavTenei.

5 MCF‘IOHbSYF‘ETe cpeacTea GHOKMDOBQHMH HEeMenaTenbHOro KOHTeHTa Kak AOonOoNnHeHWe K CTaHOapTHOMY
PoauTensckomy KOHTPOnio.

6. He 3abbiBaiiTe npuHMMaTL HENnocpeAcTBEHHOE yvacTue B xu3Hu peberka, becegosaTb ¢ AeTbMu 06 mx
Apy3bax B WHTepHeTe.

7. Hactaveaiite, 4TOObl AETH HUKOr4a HE COrMaLlanuck Ha NUYHbLIE BCTPEYU C ApY3baMM No VHTepHeTy.
8. MNo3eonsanTe AeTSM 3aX0AMTb TONBKO Ha canTbl M3 "Benoro” cnucka, KOTopbIA CO34ailTe BMECTE C HUMMU.,

9. MNpuyyuTe geTel HUKOTAA HE BLIAABATL NUYHYKD WHMOPMaUMWI0 CPEeACTBaMU 3NEKTPOHHOM NoYThl, YaTo.,
CHCTEM MrHOBEHHOro o6MeHa COOBLUEHUAMM, PErMCTPALMOHHLIX (POPM, NWYHBIX NPOUNEN N NPU perucTpaummn Ha
KOHKypcChl B MIHTepHEeTE.

10. MpuyyuTte peTelt He 3arpyxaTtb nporpammel 6e3 Bawero paspelueHus. OBBACHATE UM, HYTO OHU MOTYT
CryYaiHo 3arpy3uTb BUPYChI UMW APYroe HexenaTensHoe nporpammHoe obecnedeHue,

11. Cozpaitte Bawemy pebeHKy orpaHuyeHHy YYETHYIO 3annck ANs paboTsl Ha KOMNbIOTEPE.

12. MNpuy4yute Bawero pebexka coobliate Bam 0 NobbIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ IHTEPHETOM.
HanomHuTe aeTam, 4To oHK B HE30NacHOCTU, ECNK CaMu pacckasanu Bam 0 CBOWX Tpesorax 1 onaceHmsx.

13. Pacckaxxute fetsam o nopHorpadun B MHTepHeTe.

14. HactausaiTe Ha ToM, YToBbl AETU NPeaoCTaBNANyM BaM AOCTYN K CBOEN 3MEKTPOHHOM noyTe, 4Tobb! Bol
yGeounuck, YTo OHW He 0BLaKTCA C He3HaKoMUaMK.

15. OObACHUTE AEeTAM, YTO HENMb3A UCNONb30BaTb CETb ANS XYNUraHcTea, PacrnpoCTpaHeHUs CnneTeH unu
yrpos.

Bospact getent ot 13 no 17 net

B aTOM BO3pacTe MOAPOCTKU @KTMBHO MCMONb3YHOT MOWCKOBbIE MalUWHbI, NOMb3YKTCA 3/IEKTPOHHO| NOYTOMH,
cnyx6aMu MrHOBEHHOro OBMeHa COOBLUeHUAMU, CKaYuBaKT My3blky U unbMbl. Manbyukam B STOM BO3pacTe
Gonblue MO HpaBy CMETaTb BCE OrPaHUYEHWA, OHU KaxayT rpyboro oMopa, asapTHbIX Wrp, KapTUMHOK "Ans
B3poCnbIX'. [leBouki npeanouuTaloT obliaTbcs B 4artax, Npu 3TOM OHU ropasfo Gonee 4yBCTBUTENbHBI K
ceKkcyanbHbIM JOMoratenbcTeam B MHTepHeTe.

3auacTyio B 4aHHOM BO3pacTe POAUTENAM Y)Xe BeCbMa CMOXHO KOHTPONWpOBaTh CBOWX AeTell, Tak kak 06
NHTEpHETE OHM yXe 3HaKT 3HavuTenbHo Gonblue cBoux poguteneil. Tem He MeHee, He OTnyckaiTe AeTen B
"cBoBoaHoe nnasaHne" no MHTepHeTy. CTapaiTech akTUBHO y4acTeoBaTh B 0OLeHun pebeHka B HTEpHETE.

BaxHo no-npexHemy cTporo cobniogate npaeBuna WMHTepHeT-Ge3onacHocTM - cornaweHue  Mexay
pogutTensmMu U getemu. Kpome Toro, HeoBxoauUMO Kak MOXHO Yalle NpocMaTpuBaTtb OTYETHl O AEATENbHOCTH
neteil B MiHtepHete. CnepyeT o6paTuTb BHUMaHWe Ha HEOOXOAUMOCTb COAEpKaHusi POAWUTENbCKAX maponen
(naponei agMUHUCTPATOPOB) B CTPOrOM CeKpeTe U 0BpaTTe BHUMaHWE Ha CTPOrocTb aTUX naposied.

CoseTbl No 6e3onacHoCTK B 3TOM Bo3pacTe oT 13 go 17 net

1. CospaiiTe cnvcok AOMalHUX NpaBvn noceweHus MHTepHeTa npw y4actuu nodpocTkoe u TpebynTe
6e3yCnoBHOro ero BuinonHeHus. OBrosopute ¢ peBEHKOM CNUCOK 3anpeLleHHbIX CaiToB ("YepHbI CNMCOK"), Yackl
paboTbl B IHTEpPHETE, PYKOBOACTBO MO 0BLLEHNI0 B MHTEpHETe (B TOM Y1cne B YaTtax).

2. KoMnbloTep ¢ NOAKNIOYEHUEM K CeTU NHTEPHET AOMKEH HaX0AUTLCS B obLyein KomHarTe.

3. He sabuisaiiTe Becenosath ¢ AeTbMU 06 UX APY3bsX B VIHTEPHETE, O TOM, YEM OHU 3aHATbI Takum
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obpasom, ByaTo peyb WAET O APY3bAX B peanbHoii Xu3HW. CnpaluvsaiTe o Nasx, ¢ KOTopbiMK AeTy obwaTes
NOCPeacTBoM Cnyx6 MrHoBeHHOro obmeHa coobLueHnamu, YToBbl yOeauTbCs, YTO 3TV NKDAN UM 3HAKOMBI.

4. Wcnonb3ynTe cpeAcTBa ONOKWPOBAHWS HEXenaTeNbHOro KOHTEHTA Kak AOMOSHeHWe K CTaHAapTHOMY
PoauTenbckoMy KOHTpPOIIo.

5. Heobxogwmo 3HaTb, KakuMKU YaTtamu nonb3yoTcs Bawu getw. [oowpsiiTe Mcnonb3oBaHue
MOJEPUPYEMBIX YaTOB W HacTausaiiTe, YTobbl 4eTU He 06LLIanuck B MPUBATHOM PEXNUME.

6. HactausaiTe Ha TOM, 4TOBbI 4ETU HUKOT4A HE BCTPEYanuUCh NUYHO C APY3bAMU M3 ceTh MHTEpHeT.

7. MpuyynTe feTel He BblgaBaTe CBOK MUYHYKD WMH(MOPMAaUWK CPEAcTBaMU 3MNEKTPOHHOW MOYThI, 4aToB,
CUCTEM MIHOBEHHOrO 0BMeHa COOBLUEHWAMU, PETVCTPALMOHHBIX (DOPM, MUYHBLIX NPodUNeh n Npyu perucTpauun Ha
KOHKypcChl B IHTEpHETE.

8. Mpuy4uTte feTel He 3arpyxaTb nporpaMmbl 6e3 Balero paspelleHus. OBBACHATE UM, HTO OHU MOryT
Crly4aitHo 3arpy3uTb BUPYChI UNW APYTOe HEXENaTenbHOE NporpamMmMHoe obecneyeHye.

9. MNpuyuuTe Bawero pebeHka cooblyaTe Bam 0 NMOBLIX yrpo3ax unu Tpeeorax, CBA3aHHbIX ¢ MHTEPHETOM.
HanomHuTe aetsm, 4To OHM B DesonacHOCTW, ecnu camu pacckasani Bam, O CBOWMX Yrposax wunu Tpesorax.
MoxeanuTe UX U NOCOBETYATE NCAOWTM elle pa3 B NoJ0BHbIX cnyyasx.

10. PacckaxuTe AeTsM O nopHorpacduu B UHTepHeTe. lMomoruTe WM 3aluTuTbCs OT cnama. Haydute
MogpocTKOB He BblgaBaTb B VIHTEpHeTe CBOEro peanbHOro 3MeKTPOHHOro agpeca, He OoTBeYaTb Ha
HexenaTenbHble NUCbMAa U UCNONL30BATL CNeLUanbHble NOYTOBbIE UNLTPSLI.

11. Mpuy4nTe ceba 3HaKOMUTLCA C CalTaMi, KOTOPbIE NOCELLAT NOAPOCTKH,

12. HayunTe geteit yBaxkaTb APYrux B UHTepHeTe. YBeauTech, YTO OHM 3HAKT O TOM, YTO Npasuna XopoLuero
noseAeHWs AeNCTBYIOT BE3Ae - AaXe B BUPTYansHOM MUpe.

13. OBbAcHWUTE [JeTsAM, 4YTO HWM B KOEM Cny4yae Henb3s wcnonb3osate CeTb AnNa  XynuraHcTea,
pacnpocTpaHeHUs CNNeTeH Wnu yrpos ApyruM Nioasam.

14. OBcyauTe ¢ NoApocTKamu Npobnembl CETEBLIX a3apTHBIX UMP W WX BOSMOXHBLIA puck. HanomHuTe, 4To
AETU He MOTYT UrpaThb B 3T UrPbl COrNacHO 3aKOHY.

MOCTOSIHHO KOHTPONMpYTE Ucnonb3oeaHne VHTepHeTa Bawwum pebeHkom! 370 He HapylweHne ero NYHOro
NPOCTPaHCTBa, @ Mepa NPeA0CTOPOXKHOCTH ¥ NposBneHue Ballei poanuTenbCKON OTBETCTBEHHOCTHU U 3a00ThI.
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